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PUBLIC-KEY ENCRYPTION
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PUBLIC-KEY ENCRYPTION
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USING PUBLIC-KEY ENCRYPTION
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SYMMETRIC ENCRYPTION AND NONCES
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[Bellare, Desal, Jokipil, Rogaway, 1997; Rogaway, 2004]
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SYMMETRIC ENCRYPTION AND NONCES
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SYMMETRIC ENCRYPTION AND NONCES
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WHAT ABOUT NONCE-BASED PKE?

all iInput values may be known to an attacker!



THE INTUITION
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NONCE-BASED PKE

|a. receiver key generation as before
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USING NONCE-BASED PKE
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USING NONCE-BASED PKE

the sender has to keep state, but ...

same seed valid for multiple receivers
2. different seeds on, e.g,, different devices
3. seeds can be updated at any time ... and

4. ... we are hedging against exposure of the seed
c + NPE.enc(pk, seed, m, nonce) 6:%759 sk
m message S, e %
C ciphertext > m <+ NPE.dec(sk, ¢)
bk public key

sk secret key



SECURITY GUARANTEES

security Is guaranteed If either

(nonce, message) pairs

sender seed secret and |
unique

or

nonces secret

sender seed public and and unpredictable.

include In nonces, e.g., sender and receiver addresses, time, system
RNG output
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A RANDOM-ORACLE-BASED SCHEME

---------------------------------------------------

P public key NPE.enc
k : seed

g
g e =2oe 4 ‘ ‘ \/
@ I > ciphertext

---------------------------------------------------

decryption remains unchanged
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MAIN TOOL: HEDGED EXTRACTORS

(a) PRF if seed Is secret
(b) strong extractor if seed public but random
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ADAPTING TO HEDGED-EXTRACTORS

---------------------------------------------------
L

2 3

: ciphertext
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SECURITY |: PSEUDO-RANDOMNESS

b «s{0,1}

lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

R dml e
.............. -->§i_.r-b i O .then :
. y return (consistent) random value :

:else
?(. . return FRO(k, x)

AdPHFE A) = 2Pr[b «sAFROp=p']- |
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(UNPREDICTABLE) NONCE GENERATORS

Oracle GEN (aux):

e |f eEXposed thERNRE HMSRINIE :

ﬂ, ﬂOﬂCG» (n state) < NG(aux, state) :
> P 4 B | e .

S-ta.te S_ta_te ................................................ ._
................ > OraC|e EXPOSE ;

state retu rn state

EAdPS(NG, A) = Pr[n s ACENEXPOSE. n e N or collisiof]
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SECURITY 2: EXTRACTION

P AR L ‘b <% {O |} -Seed «—3 SEEDS

Oracle ROR(m, aux):

: if exposed then return L

Egenerate nonce n <% NG(aux)
lglidfor= o) LiniEl :
i return random value

i el
ﬂ T TY E return HERO(Seed (m n))
................ , OradG EXPOSE
<State :return state
V 'ZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZZ,

Advor(HE, NG, A) = 2 Pr[b’ «s AROREXPOSERO. p — '] _ |
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THE RANDOM-ORACLE SCHEME

AdvPH(HE, A) < g « 2% g RO queries
Advrer(HE, NG, A) < g « AdvPed(NG, B) seed length K



RECALL: ALMOS T-UNIVERSAL HASHING
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[Impagliazzo, Levin, Luby, 1989]



IBellare-Tackmann, EC 2016, Nonce-hased Gryptographyl

THE STANDARD-MODEL SCHEME

AdvPT(HE, A) < AdvP"(PRF, B)
Advror(HE, NG, A) < g » £'(K) f AdVPred(NG, C) < 2+
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THE STANDARD-MODEL SCHEME

message |—

randomness
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caveat: nonces must be independent of seed

AdvPT(HE, A) < AdvP"(PRF, B)
Advror(HE, NG, A) < g » £'(K) f AdVPred(NG, C) < 2+



IBellare-Tackmann, EC 2016, Nonce-hased Cryptographyl

NONCE-BASED PRIVACY, ONE

(O s 0k
e e | seed —3SEEDS ; (pk, sk) «3% NPE.kg

gOracle ENC(mog, mi, aux):

:if Imo| # |m| then return L

rmo, rmyj, dux generate nonce n % NG(aux)
""""""""""""""" n‘ msg+nonce repeated then return J_

:c — NPE.encRO(pk, seed, ms, n)

Sl
A P

....... C ) Oracle DEC(c)

Seiliee decrypt c’

S '::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::_
Sy Oracle RO(v)

AdvoP!(NIPE, A) = 2 Pr[ b’ ¢s AENCDECRO. p = p'7 _ |



Advrbp! (NIPE, 7)
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NONCE-BASED PRIVACY, ONE

p/<
D IR R
mo, |, duxX
C
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_______ G2
ml
4. .............
________ V
wW
4. .............

b «3{0,I}
|seed 3 SEEDS]; (pk, sk) +$ NPEkg

Oracle ENC(mo, mi, aux):

it [mo| # |mi| then return L

generate nonce n +% NG(aux) :
if msg+nonce repeated then return L

{c < NPE.encRO(pk, seed, ms, n)

retum C

> Oracle DEC(c):
decrypt Gl

2 Pr[ b’ ¢s AENCDECRO: j = '] _ |
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NONCE-BASED PRIVACY, TWO

b O
seed «35EEDS ; (pk, sk) <% NPEkg

Oracle ENC(mo, my, aux):
mo, M}, dux |f Imo| # |m| then return L

-------------- generate nonce n <% NG(aux)
c | ic &« NPEencR(pk, seed, mp, n)

< ------------ --.E re-turn C
a AR
.......... = > OraC|e DEC(CW
M| idecrypt ¢
V/ ".'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.:

AdvmP2(NPE, A) = 2 Pr[b’ ¢s AENCDECRO. p = p'7 _ |
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NONCE-BASED PRIVACY, TWO

| EESXOAR
|seed 3 SEEDS]; (pk, sk) +$ NPEkg

Oracle ENC(mo, my, aux):
mo, M}, dux |f Imo| # |m| then return L

.............. generate nonce n +% NG(aux)
C ¢ + NPE.encRO(pk, seed, mp, n)

4. ............ ...: re-turn C
a Y
.......... = »: Ql”ade DEC(CI)
M| idecrypt ¢
V/ ".'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.'.:

AdvmP2(NPE, A) = 2 Pr[b’ ¢s AENCDECRO. p = p'7 _ |
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DING NONCE-BASE

[ON

PUBLIC-K

AdvP! (NPE, ) < 2 « AdVPr(HE, B) + Advind(PKE, C)
AdvmP2(NPE, A) < 2 « Advr(HE, B) + Advind(PKE, C)

ad

S

ciphertext



RELATED APPROACHES

assumption

standard pke encryptor has access to fresh uniform randomness

deterministic pke messages contain a certain entropy

hedged pke message and nonce together have a certain entropy

glelgleSsriSleNsl Gl sced secret, nonce unique or seed random, nonce entropic
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NONCE-BASED SIGNATURES

---------------------------------------------------
g

seed

message

.................

signature

---------------------------------------------------

Advrbufl (NDS, A) < 2 » AdvPTf(HE, B) + Adwf(DS, C)
Advrbu2(NDS, 2) < 2 » Advror(HE, B) + Adwf(DS, C)
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THANKS!

QUESTIONS?



NONCE-BASE

SRR IN DS, A)
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D UNFORGEABILITY, ON

13/< b +3%{0,1};state « L ;seed +$SEEDS
(Pk, sk) =% NDS.kg

m, auX Oracle SIG(m. aux):

-------------- generate nonce n + NG(aux)
S :s + NDS.signR°(sk, seed, m, n)
“return s

Pr[ s s A3GRO. ¢ valid andife il



NONCE-BASE

Advreufl(NDS, A)
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D UNFORGEABILITY, ON

pK | b 5{0,1};state « 1 Jseed «3SEEDY

(pk, sk) 3% NDS.kg

M, dUX | :Oracle SIG(m, aux):

-------------- Egenerate nonce n + NG(aux)
S {s & NDSsignR€(sk, seed, m, n)
Areturn s

Pr[ s s A3GRO. ¢ valid andife il
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NONCE-BASED UNFORGEABILITY, TWO

Il A b | b % {O |} state & 1 :seed «$SEEDS
(pk, k) 5 NDSkg

M, aux >:Qracle SIG(m. aux):

--------------- :generate nonce n = NG(aux)
S :s + NDS.signRO(sk, seed, m, n)

ﬂ - re_tu rn S ;
V ...............................................................

EEREINDS, A) = Pr[s s ASICRO. ¢ valid andific Ml
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NONCE-BASED UNFORGEABILITY, TWO

«Plf’-@ b <% {0,1};state < L ;|seed «<3SEEDS|
(pk, sk) <=5 NDSkg

1, dUX _Oracle SIG(m. aux):

{eenerate nonce n + NG(aux)
S |15 « NDS.signRO(sk, seed, m, n)

ﬂ @ ; re-turn S ;
\/ .............................................................

EEREINDS, A) = Pr[s s ASICRO. ¢ valid andific Ml



